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Prerequisites for a
secure API
ecosystem.

DCSA does not
play arole in these
underlying
activities.

Customer onboarding. Parties arrange commercial contracts to
provide service, perform due diligence processes etc.

Credentials. Parties issue credentials to gain access to each
others' APIs.

TLS. Parties obtain digital certificates from certificate authorifies to
provide secure communications using TLS (Transport Layer
Security). These are often referred to as “SSL Cerfificates”.

Authentication & Authorization. Parfies secure APl endpoints,
ensuring that authentication and authorization are correctly
Implemented.



Areas within
DCSA API
standardisation
scope.

Shipper &€-> Ocean Carrier
Booking, Shipping Instructions, Transport Document

Ocean Carrier = eBL Solution Provider
Transport Document Issuance

eBL Solution Provider €-> eBL Solution Provider
PINT (Platform Interoperability)

eBL Solution Provider > Control Tracking Registry
CITR (Control Tracking Registry)

eBL Solution Provider > Ocean Carrier
Transport Document Surrender
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Areas outside
DCSA API
standardisation
scope.

The digital certificate life cycle (request, issue, exchange between
counterparties, revoke, expire, renew) is facilitated by certificate
authorities (CAs). This is a prerequisite for a secure APl ecosystem,
due to the need to provide TLS.

CAs inform parties about certificate revocation using OCSP.

Keys are only valid when backed by valid (not expired and not
revoked) digital certificates, otherwise they do not provide clear
non-repudiation.

All parties will need a public key infrastructure (PKI) solufion for
managing cryptographic keys. This is a prerequisite for a secure API
ecosystem, due to the need to provide TLS.



— = Digital Signature
= Positioning in the
End-to-end System



Digital Signatures in Contexi

All CTR records are
signed by both
parties and the

CTR provider.

Ocean Carrier

No digital
signatures At issuance, the
Transport
Document is signed
by the carrier

CTR Provider

eBL Solution Provider A eBL Solution Provider B

All conftrol transfers
are signed by both
parties.




T = - = Obfqining and
e Passing Digital
Certificates



Carrier / CA / eBL Solution Provider:

Obtaining and passing digital certificates

The purpose of this process is to provide the eBL solution provider with the means to validate digitally
signed requests for transport document issuance.

To provide a valid key to the eBL solution provider, the ocean carrier must obtain a digital certificate
from a certificate authority. This digital certificate is passed to the eBL solution provider at
onboarding, and then periodically refreshed.

A digital certificate is a means to provide a public key strongly bound to an identity, where this
binding is backed by trust in a certificate authority. It is the way that non-repudiation is implemented
in this ecosystem (a party cannot reasonably deny that they are the owner of a key).

When the eBL solution provider receives the digital certificate, they validate it against the known
public key of the certificate authority. This allows them to determine that it is a genuine certificate.



Carrier / CA / eBL Solution Provider:

Obtaining and passing digital certificates

)

Carrier

Q=w (7

Private Key Public Key

Step 1.
Carrier generates
a key pair with

sufficient
cryptographic
stfrength

= i

. Certificate
Ce.r’rlfl.cate Authority
Signing
Request

Step 2.
Carrier generates
a Certificate
Nlelgllgle]
Request(CSR) that
includes the
public key

Step 3.
Carrier sends the
Certificate Signing
Request to @
Certificate
Authority

=

Digital
Certificate

Step 4.
Certificate
Authority Issues a
certificate fo the
carrier that
includes the
public key

I

eBL Solution
Provider

Step 5.
Carrier provides
the certificate to
the eBL solution

provider. They
agree on how to
identify the key
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Carrier / CA / eBL Solution Provider:

Obtaining digital certificates

Every party in a secure APl ecosystem must already be able to generate key pairs and obtain digital
certificates in order to provide Transport Layer Security TLS.

In the case of digital certificates, Extended Validation (EV) or Organization Validated (EV)
certificates can be useful. This is because digital signatures are used to provide non-repudiation.
Additional validation strengthens the binding of the identity to the certificate.

The use of EV or OV certificates is recommended by DCSA for digital signatures, but it is not @
conformance requirement. This is a question to be decided between the parties involved.

It is appreciated that EV or OV certificates are falling out of favour for TLS. However, this is a different
use case. TLS does not provide non-repudiation of messages.



Carrier / CA / eBL Solution Provider:

Passing digital certificates between parties

The method by which parties pass digital cerfificates is outside DCSA standardisation scope.

It is expected that initial certificate passing would be part of the onboarding process between
ocean carriers and eBL solution providers. During this process it is necessary to exchange other

security-related information such as credentials for APl access. It will be necessary to periodically
renew certificates using similar processes.

When the certificates are exchanged, the parties must agree on how to identify the key pairin
question. This is the key id (kid) used in the digital signature. A common approach (e.g. in
OpenlD Connect) is to generate a JWK thumbprint of the public key. Therefore, thisis a
recommendation of DCSA, but it is not a conformance requirement.
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Carrier / eBL Solution Provider:

Signing a transport document for issuance.

Process steps, performed by the ocean carrier:

1) Generate canonical JSON serialization for two properties of the issuance request.
ii) Calculate checksums for the three properties of the issuance request.

iii) Put the checksums into an Issuance Manifest JSON object.

Iv) Generate a JWS using this JSON object and carrier private key.

v) Put the JWS info the Issuance Request sent via the APl to the eBL Solution Provider.
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Carrier / eBL Solution Provider:

Signing a transport document for issuance.

Full details can be found in the API specification. <

Info

This document provides an extensive description of
the process.

- name

PUT /v3/ebl-issuance-request: *

Issuance Response ~ string
~[@-9a-f]+$
POST /v3/ebl-issuance-respong
Schemas ~
SCHEMA ErrorRespon;

SCHEMA Detailedy

string
~[@-9a-f]+$

SCHEMA

SupportingDocument

Issuance Request v {_ (@
description: Details of the eBL that the carrier requests to have issued.

SCHEMA IssuanceManifest

SCHEMA IssueToParty

SCHEMA

The eBlLVisualisationByCarrier is an optional document, where the carrier can provide its own visualization of th
76a7d14c83d72

SCHEMA TaxLpgalReference
string

document* Transport Document y {...} @ SCHEMA EportDocument A[@-9a-f]+§
Issue To Party > [ @ SCHEMA ParfyContactDetail
upporting Document > {...}_ @ scHEMA RefferenceConsignmentte

SCHEMA gpnsignmentitem

issueTo*

SCHEMA erence

rTsualisationByCarrie

issuanceManifestSignedContent*
SCHEMA [ationalCommodityCode

- documentChecksum

A.Zag-z0-9 -]+\.[A-Za-z8-9_- ]+§
sCHEMA [CustomsReference - issueToChecksum

pattern: ~[A-Za-z@-
example:
eyJhbGei0iISUz TINTT s ImtpZ CI6ILVARVALNmt 2ZRRI TzNZ T 2Nt 0Tzk25FZhR2UBcz FhUUXBZUB1F( . eyJkb2N1bWVudERhc2gi _SCHEMA JCargoltem
61fE6Rme TuZ 3ET - TSMAMEgXuOudtr3YhpDjgVMa Yk RYpakYvw75ssThigGFKTBKCYS L pmOTrreesecy 2ROMWBHEGAXS 1 TYw L B0X9460er=TnmV Tg9np 3bmg Vel gk URPY

JWS content with compact serialization according to RFC 7515. JWS-signed payload s tefirad j§ #€hema IssuanceManifest. This




Carrier / eBL Solution Provider:

i) Generate canonical JSON serialization of the two properties.

Status: Informational
More info: Errata exist | Datatracker| IPR | Info page
Stream: Independent Submission
RFC: 8785
"isToOrder" : Category: Informational
“numb ieswithcharg Published: June 2020
tithoutCharge ISSN: 2070-1721
Authors: A-Rundgren  B.Jordan . Erdtman
lithoutCharg Independent  Broadcom  Spotify AB

dNameForPlaceOfReceipt™: ==
stination”:

,"cargoGrossieight”

RFC 8785 : thuthorityApproval”s " (lane

sEmptyUncleanedRes.

JSON Canonicalization Scheme (JCS) : : Ly Sorpnnelene
; “end0fHolding "
"isRep "isSalvag
Abstract "subsidiaryRiskl" : _i;iar-ygs_‘_

Cryptographic operations like hashing and signing need the data to be expressed in an invariant format so
that the operations are reliably repeatable. One way to address this is to create a canonical representation of
the data. Canonicalization also permits data to be exchanged in its original form on the "wire" while
cryptographic eperations performed on the canonicalized counterpart of the data in the producer and
consumer endpoints generate consistent results

deliveryTypeAtDestination”:
’ e \tT”pEAtn:igin” This document describes the JSON Canonicalization Scheme (JCS). This specification defines how to create a
; ° i istProviden®: - "party
canonical representation of JSON data by building on the strict serialization methods for JSON primitives par
defined by ECMAScript, constraining JSON data to the Internet JSON (I-JSON) subset, and by using

deterministic property sorting

Status of This Memo port0f N A
This document is not an Internet Standards Track specification; it is published for informational purposes. H ippingMarks" i

This is a contribution to the RFC Series, independently of any other RFC stream. The RFC Editor has chosen to
publish this document at its discretion and makes no statement about its value for implementation or
deployment. Documents approved for publication by the RFC Editor are not candidates for any level of
Internet Standard; see Section 2 of RFC 7841

Information about the current status of this document, any errata, and how to provide feedback on it may be
ww.rfc-editor.org/info/rfc8785.

obtained at https:/,




Carrier / eBL Solution Provider:

i) Generate canonical JSON serialization of the two properties.

Ensures that exactly the same document produces exactly the same checksum.
Recognised as a best practice when performing cryptographic operations.
SHOULD be implemented using a library.

Candidate components = hitips://qithub.com/cyberphone/json-canonicalization

DCSA does not guarantee the quality of these free open-source components and has not
exhaustively tested them.

L.
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https://github.com/cyberphone/json-canonicalization

Carrier / eBL Solution Provider:

i) Generate canonical JSON serialization of the two properties.

Issuance Request v {_.

description: Details of the eBL that the carrier requests fo have issued. TWO Of .I.h e .I.h ree JS O N O bjec.l.s

The eBlVisualisationByCarrier isan optional document, where the carrier can provide its own visualization of the eBL for the end use

O e ERTIT p a in the Issuance Request must
ssue To Party > €3 @ " be serialized in canonicalized

eBLVisualisationByCarrier Supportlng Document 3 .3
et e

issuanceManifestSignedContent* .
M form:
pattern: “[A-Za-z08-9 -]+\.[A-Zg-z8-9_-]+\.[A-Za-z8-9_- ]+§ .
example:
eyIhbGci0iIsUzIINI IsIntpZ CI6ILVhRVALNmE2ZRRITZNZ T 2NwlGL 2MIRC T21QT zR2SFZhR2UBC z FhUUXBZ UG £Q. ey Ikb2N1bWVudEhhc 2101 T4ZGM5 OW04 Y 5MF Tyl ) d OC U m e nt

61fE6Rme TuZ3EI - TSMAMEgXuOudtr3YhpDjgVMaYk_RYpaWYvw75ssThigGFKTBKCy 5L pmOfbEFg- - Qu2kOMWBHEGAXS S TYwl BDX946R (g - hnmV Tg2np3bmgVeKgKURY V- LI
JWS content with compact serialization according to RFC 7515. JWS-signed payload is defined in schema IssuanceManifest. This

« jssueTo



Carrier / eBL Solution Provider:

i) Generate canonical JSON serialization of the two properties.

document

issueTo

JSON

Canonicalized JSON

Each of two
properties
corresponds to a
canonicalized JSON
object.
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Carrier / eBL Solution Provider:

ii) Calculate checksums for the three parts of the issuance request.

76a7d14c83d7268d643ae7345c448deb@7011955d264a74326928a0b3268b24+F

Checksums are generated in order to have a unique
short string that corresponds to each of the three
properties.

The three properties are each hashed to produce
three SHA-256 checksums. This MUST be performed
USil’]g libraries such as java.security.MessageDigest.

The principle of signing a hash is widely accepted as
a best practice when working with digital signatures.



Carrier / eBL Solution Provider:

ii) Calculate checksums for the two JSON properties of the issuance request.

Canonicalized JSON
document

Federal Informa
Processing Standards Publication 180-4

August 2015

Announcing the

1 STANDARD

Federal Information Processing Standards Publications (FIPS PUBS) are issued by the National
e fards a (NIST) after approval by the Secretary of Commerce - q S o OC U m e n
Section 5131 of the Information Technology Management Reform Act of 1996

(Public Law 104-106), and the Computer Security Act of 1987 (Public Law 100-235).

“isReportableQuantity”: Lo vagePacki 3 “ish 3 imits”: SECURE H
subsidiaryRisk H

1. Name of Standard: Secure Hash Standard (SHS) (FIPS PUB 180-4).

"notifyPa . . y 2. Category of Standard: Computer Security Standard, Cryptography
1 ) s ;"UNLo: ) plograpl

“partyliame” :

llo T 3. Explanation Th|~ Standard specifies secure hash algorithms - SHA-1, SHA-224, SHA-256,
SHA-384, SHA-512, SHA-512/224 and SHA-512/256 - for computing a condense:
representation of electronic data (message). When a message of any length less than 2% mmlm

4 and SHA-256) or less than 2'** bits (for SHA-384, SHA-512.
6) is input to a hash algorithm, the result is an output called a mess:
The messay in length from 160 to 512 bits, depending on the algorithm. Secure
hash algorithms are typically used with other cryptographic algorithms, such as digital signature
orithms and keyed-hash mes: eneration of random
numbers (bits).

A-1, SHA
and SHA-512
e digests rar

authentication codes, or in the

The hash
is computationally inf

algorithms specified in this Standard are called secure because, fo
asible 1) to find a message that corre
nt messages that produce the same message digest. Any change to a

will, with a very high probability, result in a different message digest. This will result in
a verification failure when the secure hash algorithm is used with a digital signature algorithm or
a keyed-hash message authentication algorithm.

Canonicalized JSON

4. Approving Authority: Secretary of Commerce.

5. Maintenance Agency: U.S. Department of Commerce, National Institute of Standards and °
iss U eTo Technology (NIST), Information Technology Laboratory (ITL). H A - 5 H d s o Iss U eTo

en algorithm, it
onds 1o a given message digest, or

2) to find two dif

messay




Carrier / eBL Solution Provider:

ii) Calculate checksum for the content of the eBL visualisation of the issuance
request.

"eBLVisualisationByCarrier™: {
"name": "Carrier rendered copy of the EBL.pdf",

"content™: "iVBORWOKGEZoAAAANSUhEUEAAABAAARAQCAYARAATE/OhAARAAXNSROTAr sAc60AAAAK

e Only process the content property of the

7SFNgPaK11pTFLCquwotVIqRYN/ gI0L 1FK22NTSWENTOBTUKNL gIL 2 iHxYRNC697 /kKzdA+cODSulec? TuX
B/ oHngMPnd2eSb/ pAf5DP2EWhGLOBChT ikiia7vruF acwHdHHWCInY7mhqeRET dsbDdA/ nVvHObYmviHh

np4XtFZjondDapTamdLxd ] t7NX106WE s reltDASRF1 t4gHDaWX1grwinplDX5CchnToSvinWinsGAQVTH§ e B Lvis U q I is a tio n ByC q rri er o bj e Ct. D o n ot i n C I U d e ih e

jI8gMDADNZ opUwEwfmQS1L 9] CkEkunyMEUL bMFEZ7161G5RsF ESSHNrCB1CEFbA9XD1 cWMLNVOHGEtFGCo

’ - o ]
peeC el Other properties, which are only metadata.

MXGbIveM2or8g+gL+Fn3DwcYf+gAA
"contentType": “applicatios
1,

Decode from
BASEé64 to binary.

ama) (995191
VL0090

o
OOur 0002000 0 03

0@ OO OO~ O]
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Federal Information
Processing Standards Publication 1804
August 2015
Announcing the
SECURE HASH STANDARD
Federal Information Processing Standards Publications (FIPS PUBS) are issued by the National
Institute of Standards and Technology (NIST) after approval by the Secretary of Commerce

pursuant to Section 5131 of the Information Technology Ma ment Reform Act of 1996
(Public Law 104-106), and the Computer Security Act of 1987 (Pul aw 100-235)

1. Name of Standard: Secure Hash Standard (SHS) (FIPS PUB 180-4).
2. Category of Standard: Computer Security Standard, Cryptography

3. lxplxmmlm This Standard specifies secure hash algorithms - SHA-1, SHA-224, SHA-256,
Sk H 2 A-512/224 and SHA-512/256 - for mx\mmm a condensed

.AILumhm» and keyed-| hash messa age authentication codes, or in the generation of random
numbers (bits),

The hash algorithms specified in this Standard are called secure because, for a given algorithm, it
is computationally infeasible 1) to find a message that corresponds to a given messag
2)to find two different messages that produce the same message digest. Any chang
probability, result in a different message digest. This will result in
¢ ccure hash algorithm is used with a digital signature algorithm or
a keyed-hash message authentication algorithm.

This Standard supersedes FIPS 180-3 [FIPS 180-3].
4. Approving Authority: Secretary of Commerce

5. Maintenance Agency: U.S. Department of Commerce, National Institute of Standards and
Technology (NIST), Information Technology Laboratory (ITL).

SHA-256 Hash of
vnencoded content




Carrier / eBL Solution Provider:

ii) Calculate checksums for the three parts of the issuance request.

Canonicalized JSON SHA-256 Checksum

document

issueTo

Unencoded Content

eBLVisualisationByCarrier

Each one of the
three properties
corresponds to a

SHA-256 checksum.

NES I
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Carrier / eBL Solution Provider:

iii) Put the checksums into an Issuance Manifest JSON object.

document

a544db4159

Issuance Manifest « {

description:

documentChecksum*

Checksums of the carrier provided documents from the issuance time.

~ string

pattern: ~[0-9a-f]+%

maxLength: 64

minlength: 64

example:
F6aFd14c83d7268d6430e7345c448de 68761 355d264a743e6928a00b8268b24f

The checksum of the document attribute computed using SHA-256 hash
algorithm according to RFC 6234. The transport document must be din
the RFC 8785 canonical form before the checksum is computed.

eBLVisualisationByCarrierChecksum

issueToChecksum*

~ string

pattern: ~[0-9a-f]+%
maxLength: 64
minlLength: 64

example:
F6aFd14c83d7268d6430e7345c448de 68761 355d264a743e692800b8268b24f

The checksum of the content attribute of the
eBLVisualisationByCarrier attribute computed using SHA-256 hash
algorithm according to RFC 6234. The checksum is computed on the
content field in its decoded form.

~ string

pattern: ~[@-9a-fF]+$

maxLength: 64

minlength: 64

example:
FoaFdl4c83d7268d6430e7345c448de 607019550 264a743e6928a00b8268b24F
The checksum of the issueTo attribute computed using SHA-256 hash
algorithm according to RFC 6234. The value must be in the RFC E785
canonical form before the checksum is computed.

The Issuance Manifest
JSON object.




Carrier / eBL Solution Provider:

iv) Generate a JWS using this JSON object and carrier private key.

Once the Issuance Manifest object is created, it is digitally signed.

The digital signature is in the form of a JSON Web Signature (JWS) with compact serialization.
The signature is generated using the private key (pair of the public key in the digital certificate)
and algorithm, the Issuance Manifest object, and the key id agreed when the certificate was

provided to the eBL solution provider. This input is fed info a library to produce the JWS.

The signing process MUST be performed using a library. For Java development a possible
candidate is Nimbus JOSE + JWT - https://qgithub.com/Connect2id/Nimbus-JWT



https://github.com/Connect2id/Nimbus-JWT

Carrier / eBL Solution Provider:

iv) Generate a JWS using this JSON object and carrier private key.

The private key that is paired with the

public key in the digital certificate
provided by the carrier to the eBL
solution provider.

Private Key

The
Issuance Manifest

JSON object.

Key id (kid) that is
Known to the

Key id agreed with
the eBL solution
provider during

onboarding. Typically
the “thumbprint” of
the public key.

eBL Solution Provider

[RFC Home] [IEXT|PDF|HTML] [Iracker] [IPR] [Errata] [Info pasge]

PROPOSED STANDARD
Errata Exist

Internet Engineering Task Force (IETF) M. Jones

Request for Comments: 7515 Microsoft
Category: Standards Track J. Brad

ISSN: 2878-1721 Ping Identity

N. Sakimura

NRI

May 2815

JSON Web Signature (JWS)
Abstract

JSON Web Signature (JWS) represents content secured with digital
signatures or Messsge Authentication Codes (MACs) using JSON-based
data structures. Cryptographic algorithms and identifiers for use
with this specification are described in the separate JSON Web
Algorithms (JWA) specification and an IAMA registry defined by that
specification. Related encryption capabilities are described in the
separate JSON Web Encryption (JWE) specification.

status of This Memo
This is an Internet Standards Track document.

This document is a product of the Internst Engineering Task Force
{IETF). It represents the consensus of the IETF community. It has
received public review and has been approved for publication by the
Internet Engineering Steering Group (IESG). Further information on
Internet 5tandards is available in Section 2 of RFC 5741.

Information about the current status of this document, any errata,
and how to provide feedback on it may be obtained at
http://www.rfc-editor.org/info/rfc7515.

Use a cryptographic
library recommended

by your organisation to
implement JWS.

Do not “roll your own”
implementation.

JWS
JSON Web Signature

JWS with compact
serialization.



Carrier / eBL Solution Provider:

v) Put the JWS into the Issuance Request sent via the API to the eBL Solution Provider.

The JWS contains the following, in encoded form —

Header - specifies the signature algorithm to use and the key id. Not
standardised by DCSA but RS256 is typical.

The JSON object with the three checksums - the IssuanceManifest.

The signature generated using the private key that corresponds to the key id.

It does NOT contain any cryptographic keys.

JWS is the value of the
issuanceManifestSignedContent

JWS property.
JSON Web Signature £

2.7 desa

NS Y

RN

EERN
‘5

~
RN



o ~ Vdlidation of the
==<= digital signature
| for eBL issuance.



Carrier / eBL Solution Provider:

Validation of the digital signature for eBL issuance.

Process steps, performed by the eBL solution provider:
i) Decode the JWS.
i) Match the key id to an existing digital certificate.

i) Check that the digital certificate is from the correct party (APl authentication matches with
identity in the cerfificate) and that the certificate is valid (not expired and not revoked).

Iv) Check that the signature matches with the public key in the certificate.

v) Validate that the checksums in the Issuance Manifest in the JWS match with checksums
calculated from the properties of the received APl request.

R
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. QaA



Q&A

Q. Does DCSA have a hashing algorithm proposal?
A. Yes, the algorithms for hashing are specified in this document. SHA-256 is used to create the
properties of the Issuance Manifest object.

Q. Will DCSA standardize the algorithms to be used across all ocean carriers?

A. The hashing algorithm to generate the properties of the Issuance Manifest object is
standardised. The algorithms to generate the public / private key pair, and to generate the
JWS signature are not standardised.

Q. Is DCSA planning to standardise the kid value and signature strategy, or will each carrier be
able to implement its own?
A. DCSA is not planning to standardise the kid value or the digital signature algorithm.

R
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Q&A

Q. How are keys revoked or expired?

A. Public keys are made available in digital cerfificates. These have an expiry date. The key is
only valid until this expiry date. Revocation occurs via the certificate authority, which can
publicise this using the OCSP protocol. It is expected that parties would also directly inform

each other in the event of a breach that invalidated keys; this process occurs independently
of DCSA.

Q. Can an ocean carrier have more than one active certificate, for example close to the expiry
date of a certificate?
A. This is not determined by DCSA, but there is no fundamental reason that this should not be

allowed. It is determined by the onboarding / certificate passing mechanism between the
ocean carrier and the eBL solution provider.



Q&A

Q. Why is there no standard for the key id, key generation algorithm or signature algorithm?

A. DCSA is active in a large ecosystem. The participants have their own corporate security
teams who set policy in this area. DCSA does not wish to interfere with this. For example,
perhaps one party has a policy to use RSA-2048, whilst another party insists on ECC-256. The
types of keys in turn determine the algorithms for the signature.

Q. Why is there not a standard for the certificate authority?

A. Different parties will have different policy on acceptable CAs. Some parties may even wish to
use self-signed certificates from a corporate CA (not recommended, but possible). The AP
could even work without certificates (unclear how non-repudiation would be achieved). The
standard makes all options available. It is up to each pair of ocean carrier / eBL solution

provider to determine what is acceptable.
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