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End-to-End System Overview of API Providers
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Prerequisites for a 

secure API 

ecosystem.

DCSA does not 

play a role in these 

underlying 

activities.

Footer (source of information)

Customer onboarding. Parties arrange commercial contracts to 

provide service, perform due diligence processes etc.

Credentials. Parties issue credentials to gain access to each 

others' APIs.

TLS. Parties obtain digital certificates from certificate authorities to 

provide secure communications using TLS (Transport Layer 

Security). These are often referred to as “SSL Certificates”.

Authentication & Authorization. Parties secure API endpoints, 

ensuring that authentication and authorization are correctly 

implemented.



Areas within

DCSA API 

standardisation 

scope.

Footer (source of information)

Shipper → Ocean Carrier

Booking, Shipping Instructions, Transport Document

Ocean Carrier → eBL Solution Provider

Transport Document Issuance

eBL Solution Provider → eBL Solution Provider

PINT (Platform Interoperability)

eBL Solution Provider → Control Tracking Registry

CTR (Control Tracking Registry)

eBL Solution Provider → Ocean Carrier

Transport Document Surrender



Areas outside

DCSA API 

standardisation 

scope.

Footer (source of information)

The digital certificate life cycle (request, issue, exchange between 

counterparties, revoke, expire, renew) is facilitated by certificate 

authorities (CAs). This is a prerequisite for a secure API ecosystem, 

due to the need to provide TLS.

CAs inform parties about certificate revocation using OCSP.

Keys are only valid when backed by valid (not expired and not 

revoked) digital certificates, otherwise they do not provide clear 

non-repudiation.

All parties will need a public key infrastructure (PKI) solution for 

managing cryptographic keys. This is a prerequisite for a secure API 

ecosystem, due to the need to provide TLS.
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Certificate Authorities
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All control transfers 

are signed by both 

parties.

Digital Signatures in Context

Footer (source of information)

No digital 

signatures At issuance, the 

Transport 

Document is signed 

by the carrier 

All CTR records are 

signed by both 

parties and the 

CTR provider.
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Carrier / CA / eBL Solution Provider:
Obtaining and passing digital certificates

Footer (source of information)

The purpose of this process is to provide the eBL solution provider with the means to validate digitally 

signed requests for transport document issuance.

To provide a valid key to the eBL solution provider, the ocean carrier must obtain a digital certificate 

from a certificate authority. This digital certificate is passed to the eBL solution provider at 

onboarding, and then periodically refreshed.

A digital certificate is a means to provide a public key strongly bound to an identity, where this 

binding is backed by trust in a certificate authority. It is the way that non-repudiation is implemented 

in this ecosystem (a party cannot reasonably deny that they are the owner of a key).

When the eBL solution provider receives the digital certificate, they validate it against the known 

public key of the certificate authority. This allows them to determine that it is a genuine certificate.



Carrier / CA / eBL Solution Provider:
Obtaining and passing digital certificates

Footer (source of information)

eBL Solution 

Provider
Private Key Public Key

Step 1.
Carrier generates 

a key pair with 

sufficient 

cryptographic 

strength

Certificate 

Signing 

Request

Step 2.
Carrier generates 

a Certificate 

Signing 

Request(CSR) that 

includes the 

public key

Certificate 

Authority

Step 3.
Carrier sends the 

Certificate Signing 

Request to a 

Certificate 

Authority

Step 4.
Certificate 

Authority Issues a  

certificate to the 

carrier that 

includes the 

public key

Step 5.
Carrier provides 

the certificate to 

the eBL solution 

provider. They 

agree on how to 

identify the key

Digital 

Certificate

Carrier



Carrier / CA / eBL Solution Provider:
Obtaining digital certificates

Footer (source of information)

Every party in a secure API ecosystem must already be able to generate key pairs and obtain digital 

certificates in order to provide Transport Layer Security TLS.

In the case of digital certificates, Extended Validation (EV) or Organization Validated (EV)

certificates can be useful. This is because digital signatures are used to provide non-repudiation.

Additional validation strengthens the binding of the identity to the certificate.

The use of EV or OV certificates is recommended by DCSA for digital signatures, but it is not a 

conformance requirement. This is a question to be decided between the parties involved.

It is appreciated that EV or OV certificates are falling out of favour for TLS. However, this is a different 

use case. TLS does not provide non-repudiation of messages.



Carrier / CA / eBL Solution Provider:
Passing digital certificates between parties

Footer (source of information)

The method by which parties pass digital certificates is outside DCSA standardisation scope.

It is expected that initial certificate passing would be part of the onboarding process between 

ocean carriers and eBL solution providers. During this process it is necessary to exchange other 

security-related information such as credentials for API access. It will be necessary to periodically 

renew certificates using similar processes.

When the certificates are exchanged, the parties must agree on how to identify the key pair in 

question. This is the key id (kid) used in the digital signature. A common approach (e.g. in 

OpenID Connect) is to generate a JWK thumbprint of the public key. Therefore, this is a 

recommendation of DCSA, but it is not a conformance requirement.



Signing a Transport 
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Carrier / eBL Solution Provider:
Signing a transport document for issuance.

Footer (source of information)

Process steps, performed by the ocean carrier:

i) Generate canonical JSON serialization for two properties of the issuance request.

ii) Calculate checksums for the three properties of the issuance request.

iii) Put the checksums into an Issuance Manifest JSON object.

iv) Generate a JWS using this JSON object and carrier private key.

v) Put the JWS into the Issuance Request sent via the API to the eBL Solution Provider.



Carrier / eBL Solution Provider:
Signing a transport document for issuance.

Footer (source of information)

Full details can be found in the API specification. 

This document provides an extensive description of 

the process.



Carrier / eBL Solution Provider:
i) Generate canonical JSON serialization of the two properties.

Footer (source of information)



Carrier / eBL Solution Provider:
i) Generate canonical JSON serialization of the two properties.

Footer (source of information)

Ensures that exactly the same document produces exactly the same checksum.

Recognised as a best practice when performing cryptographic operations.

SHOULD be implemented using a library.

Candidate components → https://github.com/cyberphone/json-canonicalization

DCSA does not guarantee the quality of these free open-source components and has not 

exhaustively tested them.

https://github.com/cyberphone/json-canonicalization


Carrier / eBL Solution Provider:
i) Generate canonical JSON serialization of the two properties.

Footer (source of information)

Two of the three JSON objects 

in the Issuance Request must 

be serialized in canonicalized 

form:

• document

• issueTo



Carrier / eBL Solution Provider:
i) Generate canonical JSON serialization of the two properties.

Footer (source of information)

issueTo

document
Each of two 

properties 

corresponds to a 

canonicalized JSON 

object.

JSON Canonicalized JSON



Carrier / eBL Solution Provider:
ii) Calculate checksums for the three parts of the issuance request.

Footer (source of information)

Checksums are generated in order to have a unique 

short string that corresponds to each of the three 

properties.

The three properties are each hashed to produce 

three SHA-256 checksums. This MUST be performed 

using libraries such as java.security.MessageDigest.

The principle of signing a hash is widely accepted as 

a best practice when working with digital signatures.



Carrier / eBL Solution Provider:
ii) Calculate checksums for the two JSON properties of the issuance request.

Footer (source of information)

Canonicalized JSON

document

SHA-256 Hash of document

issueTo

SHA-256 Hash of issueTo

Canonicalized JSON

issueTo



Carrier / eBL Solution Provider:
ii) Calculate checksum for the content of the eBL visualisation of the issuance 

request.

Footer (source of information)

Decode from 

BASE64 to binary.

SHA-256 Hash of 

unencoded content

Only process the content property of the 

eBLVisualisationByCarrier object. Do not include the 

other properties, which are only metadata.



Carrier / eBL Solution Provider:
ii) Calculate checksums for the three parts of the issuance request.

Footer (source of information)

eBLVisualisationByCarrier

issueTo

document

Each one of the 

three properties 

corresponds to a 

SHA-256 checksum.

Canonicalized JSON SHA-256 Checksum

Unencoded Content



Carrier / eBL Solution Provider:
iii) Put the checksums into an Issuance Manifest JSON object.

Footer (source of information)

eBLVisualisationByCarrier

issueTo

document The Issuance Manifest 

JSON object.



Carrier / eBL Solution Provider:
iv) Generate a JWS using this JSON object and carrier private key.

Footer (source of information)

Once the Issuance Manifest object is created, it is digitally signed.

The digital signature is in the form of a JSON Web Signature (JWS) with compact serialization.

The signature is generated using the private key (pair of the public key in the digital certificate) 

and algorithm, the Issuance Manifest object, and the key id agreed when the certificate was 

provided to the eBL solution provider. This input is fed into a library to produce the JWS. 

The signing process MUST be performed using a library. For Java development a possible 

candidate is Nimbus JOSE + JWT → https://github.com/Connect2id/Nimbus-JWT

https://github.com/Connect2id/Nimbus-JWT


Carrier / eBL Solution Provider:
iv) Generate a JWS using this JSON object and carrier private key.

Footer (source of information)

Key id (kid) that is
Known to the

eBL Solution Provider 

Key id agreed with 

the eBL solution 

provider during 

onboarding. Typically 

the “thumbprint” of 

the public key.

The private key that is paired with the 

public key in the digital certificate 

provided by the carrier to the eBL

solution provider.

JWS
JSON Web Signature

Use a cryptographic 

library recommended 

by your organisation to 

implement JWS.

Do not “roll your own” 

implementation.

The

Issuance Manifest 

JSON object.

JWS with compact 

serialization.

Private Key



Carrier / eBL Solution Provider:
v) Put the JWS into the Issuance Request sent via the API to the eBL Solution Provider.

Footer (source of information)

JWS
JSON Web Signature

The JWS contains the following, in encoded form –

• Header – specifies the signature algorithm to use and the key id. Not 

standardised by DCSA but RS256 is typical.

• The JSON object with the three checksums - the IssuanceManifest.

• The signature generated using the private key that corresponds to the key id.

It does NOT contain any cryptographic keys.

JWS is the value of the 

issuanceManifestSignedContent

property.



Validation of the 
digital signature 
for eBL issuance.
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Carrier / eBL Solution Provider:
Validation of the digital signature for eBL issuance.

Footer (source of information)

Process steps, performed by the eBL solution provider:

i) Decode the JWS.

ii) Match the key id to an existing digital certificate.

iii) Check that the digital certificate is from the correct party (API authentication matches with 

identity in the certificate) and that the certificate is valid (not expired and not revoked).

iv) Check that the signature matches with the public key in the certificate.

v) Validate that the checksums in the Issuance Manifest in the JWS match with checksums 

calculated from the properties of the received API request.



Q&A.
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Q&A

Footer (source of information)

Q. Does DCSA have a hashing algorithm proposal?

A. Yes, the algorithms for hashing are specified in this document. SHA-256 is used to create the 

properties of the Issuance Manifest object.

Q. Will DCSA standardize the algorithms to be used across all ocean carriers?

A. The hashing algorithm to generate the properties of the Issuance Manifest object is 

standardised. The algorithms to generate the public / private key pair, and to generate the 

JWS signature are not standardised.

Q. Is DCSA planning to standardise the kid value and signature strategy, or will each carrier be     

able to implement its own?

A. DCSA is not planning to standardise the kid value or the digital signature algorithm.



Q&A

Footer (source of information)

Q. How are keys revoked or expired?

A. Public keys are made available in digital certificates. These have an expiry date. The key is 

only valid until this expiry date. Revocation occurs via the certificate authority, which can 

publicise this using the OCSP protocol. It is expected that parties would also directly inform 

each other in the event of a breach that invalidated keys; this process occurs independently 

of DCSA.

Q. Can an ocean carrier have more than one active certificate, for example close to the expiry 

date of a certificate?

A. This is not determined by DCSA, but there is no fundamental reason that this should not be 

allowed. It is determined by the onboarding / certificate passing mechanism between the 

ocean carrier and the eBL solution provider.



Q&A

Footer (source of information)

Q. Why is there no standard for the key id, key generation algorithm or signature algorithm?

A. DCSA is active in a large ecosystem. The participants have their own corporate security 

teams who set policy in this area. DCSA does not wish to interfere with this. For example, 

perhaps one party has a policy to use RSA-2048, whilst another party insists on ECC-256. The 

types of keys in turn determine the algorithms for the signature.

Q. Why is there not a standard for the certificate authority?

A. Different parties will have different policy on acceptable CAs. Some parties may even wish to 

use self-signed certificates from a corporate CA (not recommended, but possible). The API 

could even work without certificates (unclear how non-repudiation would be achieved). The 

standard makes all options available. It is up to each pair of ocean carrier / eBL solution 

provider to determine what is acceptable.
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